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Solana; blockchain Brrcokast mpoITycKHas CITOCOOHOCTL I MHOTOYPOBHEBasl MOAeAb JAaHHBIX
forensics; Rust; anaaus Solana 3aTpyaHsaIOT mpuMeHeHMe MeTodoB blockchain forensics,
rpa¢oB; oOHapy>KeHIIe paspabortaHHBIX aas Bitcoin m Ethereum. Ileapr mccaesosanms —
MorrenHngecTsa; SPL- paspabotats apxutekTypy self-hosted cmcremsr blockchain forensics,
TokeHsl; MEV; peaan30BaHHOM Ha Rust, u BBITIOAHUTDH NEePBUYHYIO
K1OepOe30I1acHOCTb. DKCIIepVIMEHTAaAbHYIO  OLIEHKYy e€ TpPUIOAHOCTM  aAas  cbopa,

HOpMaAM3aluy ¥ aHaAmu3a TpaH3akumii Solana. Jiccaesosanue
obbeJuHsAET  TeMaTMdyeckKuii 0030p C  aHaAM30M  IIPOTOTHIIA,
ncnoas3ytomiero read-only RPC, owner resolution 44:1 xomreaskos u SPL
token accounts, BpeMeHHOII MyabTUTpad ¥ OOBACHMMEBIE IIpaBlia
BBLIBAeHNs wash trading, dusting, sandwich/MEV n pump-and-dump.
IMpakTnyeckas oIleHKa BbLIITOAHeHa Ha HaOope m3 10 000 TpaH3akimit
mainnet-beta g4:1 caoros 250 000 000250 001 000 Ha cepsepe AMD EPYC
7532 ¢ 64 I'b mamsTI. ArpernpoBaHHOe BpeMsl ITapCUHIa COCTaBnA0 38 Mc
aas Rust u 3 800 Mc Aas1 Python, 4To cOOTBETCTBYET PacU€THBIM CpeJHIM
0,0038 1 0,38 Mc Ha TpaH3aKLUMIO ¥ CTOKPATHOMY PasANYMIO B YCAOBUIX
ompiTa. ITocTpoenne rpada 3ansao 21 u 2 100 Mc, a mukoBas HaMsATh —
42 u 480 Mb coorserctseHHO. IlockoAbKy peaamsaliuy pas3andaanch
TakXXe 4YICAOM IIOTOKOB, pe3yAbTaT XapaKTepu3yeT CpaBHUBaeMEbIe
IIporpaMMHble KOHQUIypauuyu B IjeA0M ¥ TpebyeT He3aBMCUMOTO
BOCIIpou3BeAeHns. HayuHblll BKaa4 MMeeT CCTeMHO-MHTerpaliiOHHbIN
Xapakrep U cocTouT B (QopMaamusdanuy IIPOBEpPsIeMOro KOHBeliepa
blockchain forensics a4 Solana.

Tyiiinai cesaep: TYI7[IH,Z],EME

Solana; 610KueitH- Solana >xeaiciHiH >KOFapsI ©TKi3y KabideTi KoHe KoIlJeHTeliai sepeKxTep
KpMMMHaAUCTUKa; Rust; Mogeai Bitcoin Men Ethereum yrmin asipaenren blockchain forensics
rpa(pTHIK TaaAay; dAicTepiH Tikeaell KOAAaHYyAbl KUBIHAATaAbl. 3epTTey4iH MakcaTbl —
aAasIKTHIKTHI aHBIKTay; SPL- Rust tizinge icke aceipbraras self-hosted blockchain forensics >xyrieciniy
TokeHzAep; MEV; apXUTEKTYPaChIH d3ipaey >KoHe OHBIH Solana TpaH3aKIIMsAapPBIH XIHAY,
KnbepKayirncizaix. KaaBllIKa KeATipy >KeHe TaaJday VINiH >KapaMABIABIFBIH 0acTaIrkbl

DKCIIEPUMEHTTIK Oarasay. JKyMBIC TaKBIPBIITBIK IIOAyAbl read-only
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RPC, ammangap men SPL token accounts ymin owner resolution,
YaKBITTBIK My AbTUTpad kaHe wash trading, dusting, sandwich/MEV men
pump-and-dump yarizepin aHBIKTayFa apHaAfaH TyCiHAipiaeTin
epexesepai maligadaHaTBIH IIPOTOTUITI TaadayMeH OipikTipeai.
ITpaxTukaasix 6arasay AMD EPYC 7532 mporneccopst >koHe 64 I'b sxaabt
Gap cepsepde mainnet-beta >xeaicimiy 250 000 000-250 001 000
caorrapeiHald aapirad 10 000 TpaHsakuusAra Xyprisiagi. Kunakraaran
MapcyHT yakbITH Rust ymin 38 mc sxene Python ymrin 3 800 mc 604451
ecelTiK opTallla MaHAep Oip TpaHsakuysira Tuicinme 0,0038 sxone 0,38 mMc
0o04bII, OCBI TOXKipuOe >KarjaiblHAa XKY3 ece alfibIpMallblAbIK KOpCeTTi.
I'pad xypy yakwrts 21 >xone 2 100 Mc, aa >KaATHIH €H >KOFaphl TYTHIHYBI
42 >xone 480 Mb 6oaapl. Icke acklpyaap arblHAAp caHBI OOJBIHIIA Aa
epeKIlle1eHTeH iKTeH, HoTIDKe OardapaaMaablK KOH(PUIypamusaapAbl
TyTacTall CUIIaTTaiiAbl >KoHe ToyeAci3 KailiTa TeKcepyai KakeT eTedi.
FeiapiMm yaec XyleAik-MHTeTpanAABIK CUIIaTTa >KoHE TeKcepiaeTiH
blockchain forensics KoHBeliepiH KaABIITaCTHPYAaH TYPabL.

keywords: ABSTRACT

Solana; blockchain Solana's high throughput and layered data model complicate the direct
forensics; Rust; graph transfer of blockchain-forensics methods developed for Bitcoin and
analysis; fraud detection; Ethereum. This study aims to design a self-hosted blockchain-forensics
SPL tokens; MEV; system implemented in Rust and provide a preliminary experimental
cybersecurity. assessment of its suitability for collecting, normalizing, and analysing

Solana transactions. The research combines a thematic literature review
with an assessment of a prototype based on read-only RPC access, explicit
wallet-to-token-account owner resolution, a temporal multigraph, and
explainable rules for wash trading, dusting, sandwich/MEV, and pump-
and-dump patterns. The practical evaluation uses 10,000 mainnet-beta
transactions from slots 250,000,000-250,001,000 on an AMD EPYC 7532
server with 64 GB RAM. Aggregate parsing times were 38 ms for Rust
and 3,800 ms for Python, corresponding to calculated averages of 0.0038
and 0.38 ms per transaction and a 100-fold difference under the reported
test conditions. Graph-construction times were 21 and 2,100 ms, while
peak memory values were 42 and 480 MB, respectively. Because the
implementations also differed in thread count, the result characterizes the
compared software configurations as a whole and requires independent
replication. The contribution is system-integrative: a testable blockchain-
forensics pipeline for Solana that separates observed transaction facts,
heuristic inferences, and an auditable evidence bundle.

INTRODUCTION

A public blockchain preserves transaction events in a ledger that can be independently
verified. However, transparency does not turn an address into an identified person and does not
remove ambiguity from the economic meaning of an operation. Funds may pass through
intermediary wallets, token accounts, and smart contracts, while coordinated behaviour can be
disguised as ordinary market activity. Consequently, a digital investigation requires more than
viewing an explorer: raw data must be transformed reproducibly into relationship graphs,
temporal features, and testable hypotheses (Meiklejohn et al., 2016; Conti et al., 2018).

The transition from Bitcoin to smart-contract platforms expanded the observable feature
space. Ethereum and DeFi studies analyse contract events, exchange routes, pre- and post-
operation balances, liquidations, economic cycles, and call ordering. These observations support
methods for detecting Ponzi schemes, volume manipulation, pump-and-dump behaviour, and
blockchain-extractable value (Chen et al., 2018; Bartoletti et al., 2020; Daian et al., 2020; Werner et
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al., 2022). Direct transfer of those methods to Solana nevertheless requires architectural
adaptation: instructions reference elements of account_keys, a token account is not identical to its
owner wallet, one transaction may contain several programs and inner instructions, and Sealevel
parallel execution changes the interpretation of event ordering (Solana Foundation, 2019;
Alizadeh & Khabbazian, 2025).

The practical problem is intensified by throughput. A blockchain-forensics system must
collect confirmed transactions without private keys, resolve the owners of SPL token accounts,
retain failed operations, preserve amounts in atomic units, and maintain causal and temporal
relationships between slots. Analysts must also understand why a rule fired: an opaque risk score
without supporting facts limits both scientific verification and evidentiary value. A systematic
review of blockchain forensics identifies fragmented data, the absence of common benchmark
datasets, and weak reproducibility as persistent limitations of the field (Atlam et al., 2024).

This study aims to design a self-hosted blockchain-forensics system implemented in Rust
and to provide a preliminary evaluation of its performance, security, and explainability using a
practical prototype. Self-hosted means that the system is deployed within infrastructure
controlled by the researcher or organisation. The object of study is a stream of confirmed Solana
mainnet-beta transactions; the subject comprises normalization, graph representation, payment
matching, and detection of suspicious patterns. The working hypothesis is that a Solana-specific
representation combined with a Rust implementation can support a scalable and auditable
analytical pipeline, although numerical advantages must be established by a reproducible
experiment rather than an operational report alone.

Four objectives are addressed: (1) map blockchain-forensics methods to the Solana data
model; (2) formalize a pipeline from read-only RPC to an Evidence Bundle; (3) specify explainable
rules for wash trading, dusting, sandwich/MEV, and pump-and-dump; and (4) assess the
reported Python and Rust measurements while accounting for internal consistency and threats
to validity. The novelty is system-integrative: individually established techniques are adapted to
Solana and combined in one auditable pipeline that links the original RPC response, normalized
graph, heuristic version, and Evidence Bundle. The paper does not claim priority for BES,
threshold rules, or Rust language mechanisms individually.

RELATED WORK

Early Bitcoin studies demonstrated that address pseudonymity is compatible with
recovery of substantial economic structure. Multi-input heuristics, change-address identification,
and clustering can group addresses into probable entities, after which on-chain structure may be
compared with external labels. A sound forensic conclusion must distinguish observation from
interpretation: graph proximity or participation in one transaction may increase the probability
of a relationship but does not itself prove common control (Meiklejohn et al., 2016; Conti et al.,
2018).

For Ethereum, the analytical unit shifted from a simple transfer to a sequence of smart-
contract interactions. Studies of Ponzi schemes use transaction features, bytecode, and contract
behaviour (Chen et al., 2018; Bartoletti et al., 2020). DeFi attack analysis supplements transfer
graphs with exchanges, borrowing, liquidation, and price-manipulation events (Zhou et al,,
2023). These methods are relevant to Solana, but EVM-specific logs must be replaced by analysis
of programs, account keys, inner instructions, and token-balance changes.

A separate body of work examines market manipulation. Pump-and-dump behaviour is
identified from abnormal combinations of volume, returns, short-term price growth, and
coordinated promotion; published studies stress the importance of temporal windows and
careful threshold selection (Kamps & Kleinberg, 2018; Victor & Hagemann, 2019; Xu & Livshits,
2019; Hamrick et al.,, 2021). Wash trading appears as repeated cycles among related addresses
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and artificial volume, but the same graph structure may arise from a market maker or aggregator.
Detection should therefore account for economic outcome, repetition, asset, and contract role
(Victor & Weintraud, 2021).

MEV research shows that transaction ordering and price changes can reveal front-
run/victim/back-run structures in decentralised exchanges (Daian et al., 2020; Qin et al., 2022).
Mechanical transfer of Ethereum rules to Solana is limited by the absence of an identical public
mempool model, the use of bundle infrastructure, and slot-based execution. A Solana detector
should therefore use the confirmed order and instruction set within a slot, the trading pair, swap
direction, slippage, and initiator profit rather than signature adjacency alone.

AML/CFT analytics combines directed graphs, temporal and volume features, centrality,
distance to known high-risk clusters, and machine learning. Explainable models matter because
classes are imbalanced and false positives are costly. Pocher et al. (2023) demonstrate the
applicability of machine learning to anomalous cryptocurrency transactions, while Hasan et al.
(2024) emphasise explainability. The prototype studied here follows a conservative stage:
deterministic and graph rules provide the rationale for a signal, while machine learning is treated
as a later extension after a labelled benchmark dataset is available.

Solana-specific research is becoming a distinct strand. Transaction-network analysis
reveals structural properties that differ from other platforms (Alizadeh & Khabbazian, 2025).
Smart-contract security research demonstrates automated vulnerability detection for Solana
programs (Cui et al, 2022), while analysis of failed transactions shows that they are an
independent information source and should not be discarded before their causes are examined
(Zheng et al., 2025). These findings support a multi-level evidence model that includes completed
transfers and execution context.

Table 1. Synthesis of research directions and transferability to Solana

Direction Observed data Use Transfer limitation
o . UTXO, addresses, Clustering and flow [Solana uses an account
Bitcoin forensics . .
amounts, time tracing model and programs
. |Contract events, calls, DEX| Ponzi schemes, DeFi No direct equivalent of
Ethereum/DeFi
routes attacks, MEV EVM logs
IAML/CFT and Graphs, temporal and Prioritisation of ~ [Requires labels, calibration,
ML volume features suspicious entities |and explainability
Slots, account keys, Architecturally valid Few open benchmark
Solana network |, i
instructions, SPL balances features datasets
Types, ownership, Memory safety and |[Does not exclude logic or
Rust safety b . P Y . v . 5
dependencies parallelism supply-chain defects

Rust is selected for more than execution speed. Its ownership model and type system
reduce memory-management errors and data races, but do not eliminate business-logic defects,
unsafe code, or software-supply-chain risks. RustBelt provides formal foundations for Rust safety
(Jung et al., 2018), while practical deployment still requires pinned dependencies, audits, and
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invariant testing. Rust is therefore treated as one protective layer alongside read-only privileges,
input validation, idempotency, and atomic state persistence.

MATERIALS AND METHODS

The study uses a combined design. A thematic review establishes scientific requirements,
and the supplied practical report provides the prototype architecture and primary
measurements. This design allows engineering choices to be assessed against the literature
without conflating published findings with operational claims. The review covers work
published from 2013 to 2026 on transaction-graph analysis, AML/CFT, Ponzi schemes, wash
trading, pump-and-dump, MEV, Solana security, and Rust. Peer-reviewed articles, IEEE/ACM
proceedings, and official protocol documentation were included; promotional comparisons and
figures lacking a method were not treated as independent evidence.

The practical dataset is described as 10,000 Solana mainnet-beta transactions from slots
250,000,000-250,001,000. Python 3.12 and Rust 1.78 compiled with --release were compared on an
AMD EPYC 7532 platform with 32 cores, 64 GB RAM, and NVMe storage. The measured
outcomes were parsing time, graph construction with a bounded BFS, peak resident memory,
and thread count. The source does not specify the extraction date, RPC provider, distribution of
legacy and versioned transactions, success/failure ratio, number of repetitions, cache warm-up,
or profiling instrument. These omissions are treated as limitations. The inconsistent per-
transaction values in the source are regarded as a typographical error and are explicitly
recalculated as £=T/N from the aggregate measurements.

The unit of analysis is a confirmed transaction signature together with execution metadata.
Each record should retain slot, block time, success/error status, account_keys, outer and inner
instructions, log messages, SOL and SPL pre/post balances, mint, decimals, token-account owner,
and program id. To preserve traceability, the raw RPC response is hashed and linked to the Parser
version and retrieval time. A normalized record supplements rather than replaces the raw
response.

Table 2. Experimental configuration reported in the practical study

Element Reported value Replication assessment
Dat 10,000 mainnet-beta transactions; slots [Range specified; signatures and export
ata
250,000,000-250,001,000 unavailable
Python 3.12; single-threaded processing  [Source code and package list unavailable
Rust 1.78; --release; Rayon, Tokio, serde [Cargo.lock and commit hash unavailable
AMD EPYC 7532, 32 cores; 64 GB;  |OS, frequencies, and background load
Hardware o
NVMe unspecified
Metri Parsing, BFS depth=5, peak RSS, CPU  [Repetitions and confidence intervals
etrics
threads unspecified

The architecture comprises seven functional modules (Figure 1). RPC Reader performs
read-only operations and stores no private-key material. SOL/SPL Parser resolves account_keys
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indices and processes outer instructions, inner instructions, and balance changes. Data
Normalizer converts amounts to integer atomic units and links each token account explicitly to
its mint and owner. Temporal Multigraph represents an oriented temporal multigraph in which
two vertices may be linked by multiple edges for different assets and programs. Detection
Module calculates graph and temporal features. Evidence Bundle and Audit Log preserve facts,
rule version, and the path that produced a signal; Analyst Notification delivers the result to an
analyst.

Self-hosted deployment reduces dependence on a closed scoring platform and permits
rules to be rerun against retained data. It also transfers responsibility for RPC credentials,
dependency updates, backups, and integrity monitoring to the system owner. Self-hosting is
therefore not treated as an automatic guarantee of privacy or security, but as a governance and
control model whose effectiveness depends on operations.

Pipeline for collection, normalization, and auditable signal generation

Solana RPC N SOL/SPL Data
(read-only) Parser Normalizer
Analyst Temporal
Notification Multigraph
Evidence Bundle Detection Module
+ Audit Log rules + graph

Figure 1. Architecture of the self-hosted blockchain-forensics system for Solana

A central error in SPL-transfer analysis is to equate a token account with a user's wallet.
The normalized schema preserves at least four distinct entity types: wallet/owner, token account,
mint, and program. A transfer is represented as an edge between owners only after explicit owner
resolution; the original edge between token accounts is retained in parallel. This approach
permits later verification when resolution rules change and prevents artificial fragmentation of
one owner into several graph vertices.

Amounts are stored as unsigned integers in minimal units, while decimals are used only
for display. This eliminates binary floating-point errors. For an expected payment, the prototype
uses the relative deviation between the observed and target amount. The matching condition is
defined as follows:

match = |txraw - targetraw| / max(targetraw,1) < t

where txraw is the observed amount in atomic units, targetraw is the expected amount,
and t is the permitted relative deviation; the prototype sets T = 0.02. A zero amount is rejected,
and a processed signature must be marked idempotently. An SPL transfer fee is normally paid
separately in SOL and does not reduce the token amount; therefore, a universal +2% tolerance
cannot be justified by network fees. It increases the risk of collision among similar expected
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payments and should be calibrated by asset, business process, and concurrency. A stricter
alternative is exact matching of integer amount_raw together with mint, destination owner, time
window, and a unique order identifier.

Table 3. Core entities in the normalized Solana model

Entity Identifier Analytical role Typical error

Treati t
Wallet / owner Public key Assumed controlling entity reatng ever}lll atccoun asa
walle

Balance holder for a specific

Token account | Account public key Failing to resolve the owner

mint
Merging tokens with similar
Mint Mint public key |Defines asset and decimals ging
names
) Defines instruction Interpreting bytes without
Program Program id . .
semantics program id
Idempotency and temporal| Processing one operation
Signature/slot Signature + slot P Y P 8 P

order repeatedly

The graph is defined as G=(V,E). Vertices V include owners, token accounts, mints, and
programs; every edge e€E stores signature, slot, instruction index, asset, amount_raw, status, and
action type. A multigraph is required because the same pair of participants may exchange several
assets and invoke several programs within one time window. Time is not reduced to a block
number: instruction order within a transaction and slot is relevant to MEV, while inter-slot
windows are required for cycle and pump-and-dump analysis.

The wash-trading module performs a bounded cycle search to depth five, but creates a
signal only when additional conditions are met: structural repetition, comparable returned
volume, a short temporal window, and absence of a known service role. The dusting rule
combines a low-value threshold, mass distribution, and an association between the sender or
memo/URI and a risk indicator. A single micro-transfer without those conditions remains an
observation rather than proof of an attack.

The sandwich/MEV rule analyses swaps of one token pair within a slot and checks
direction, price change, the position of the potential victim, and a positive result for the closing
operation. The non-standard term sandwAitch in the practical report is normalized to sandwich.
The pump-and-dump module uses a sliding window for price and volume. The prototype's
threshold of more than 500% price growth is treated as a configurable heuristic because published
work shows that suitable parameters depend on liquidity and observation frequency (Kamps &
Kleinberg, 2018; Xu & Livshits, 2019).

Every analytical signal is accompanied by an Evidence Bundle containing source
signatures, slot range, normalized edges, feature values, triggered conditions, configuration
version, a hash of the raw RPC response, and alternative explanations. This structure allows the
conclusion to be repeated, the rule to be recalculated after a threshold change, and the signal to
be reviewed by an expert. Without it, a signal is an operational notification rather than a
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reproducible scientific result.

Transformation of an observed fact into a reproducible analytical signal

Raw RPC Status and schema account_keys
response validation resolution
SOL/SPL
events
Signal + Anomaly Graph and
rationale rule temporal features

Figure 2. Sequence for generating an explainable analytical signal

Table 4. Explainable rules for suspicious-pattern detection

Pattern Minimum features Method Required expert review
Cycle, repetition, )
. BES/DEFS to depth 5 + [Service wallets, market
Wash trading |comparable volumes, short i )
. filters making, aggregator

window

Dusti Small amount, mass Threshold + sender | Asset value and purpose of
ustin
& distribution, risk indicator cluster memo/NFT

Sandwich / Same pair, ordering, price, | Instruction and slot [Bundle/validator context and
MEV and profit analysis DEX route
Pump-and- Price/volume spike, Sliding window + | Liquidity, news, and listing
dump concentration, reversal thresholds events

The security-by-design model includes least privilege, no private-key storage, TLS for RPC,
strict deserialization, response-size limits, timeouts, rate limiting, signature-based idempotency,
and atomic state persistence using write-temp—fsync-rename. An inter-process lock protects a
state file but does not replace transactional storage in a multi-node deployment. A repeated run
must safely recognise a known signature, and an RPC failure must not turn an incomplete

response into a negative finding.

Performance is assessed using aggregate parsing time for 10,000 transactions, graph-
construction time, and peak RSS. The ratio TPython/TRust is calculated for corresponding
aggregate measurements, and average transaction time is £= T/N. This yields 0.38 ms for Python
and 0.0038 ms for Rust, a ratio of 100. The ratio characterises two specific software configurations
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rather than an isolated language effect. Precision, recall, and F1 are not calculated because the
material contains no labelled control dataset with ground-truth classes.

Operational counts of processed transactions, signals, and incidents are analysed
descriptively. Zero registered false matches is not equivalent to precision=1 without independent
review of all positives and a search for missed cases. Similarly, the absence of known incidents
does not prove system security; it records only the state of the monitoring log for the reported
period.

Table 5. Threat model and design countermeasures

Threat Vector Countermeasure Residual risk
RPC False or incomplete [TLS, multiple sources, hash Provider or endpoint
manipulation response raw response compromise

. .. | Two workers process Unique signature, lock, | Distributed-coordination
Duplicate credit

one signature idempotency failure
Incorrect amount [u64/ul28, checked Incorrect decimals
Overflow ) . . ) ]
arithmetic arithmetic, boundary tests conversion
Large response or Limits, timeout, backoff, .
Denial of service 8 p ) RPC quota exhaustion
frequent polling queues

Software supply Compromised crate Cargo.lock, cargo-audit, Undetected dependency

chain SBOM, pinning vulnerability

RESULTS AND DISCUSSION

The practical report gives 3,800 ms for Python and 38 ms for Rust when parsing 10,000
transactions; graph construction required 2,100 and 21 ms, respectively. Both aggregate pairs
yield a ratio of 100:1. Peak memory is reported as 480 MB for Python and 42 MB for Rust, an
approximately 11.4-fold reduction. The Rust implementation used 16 Rayon threads, whereas
Python was described as single-threaded. The 100-fold difference therefore validly characterises
the reported implementation-level comparison but does not isolate language, algorithm, data
format, parallelism, or other engineering factors.

Average parsing time is calculated from the aggregate observations: 3,800/10,000 = 0.38 ms
per transaction for Python and 38/10,000 = 0.0038 ms for Rust. Inconsistent per-transaction values
in the source are interpreted as a typographical error and replaced by these calculated quantities.
The ratio of the averages, like that of the totals, is 100:1. Because repeated runs and confidence
intervals are unavailable, the result is a pilot estimate of an observed difference rather than a
universal performance guarantee across workloads and hardware platforms.

As of May 2025, the practical material reports more than 1.2 million transactions processed
across five networks with a 15-second polling interval. Mean RPC response time is reported as 85
ms for Solana and 120 ms for Ethereum. The log contains 47 wash-trading cluster signals and 12
dusting signals; registered false payment matches and known security incidents are both
reported as zero. These values describe one deployment history but cannot serve directly as
diagnostic-accuracy measures because denominators, independent labels, and a procedure for
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identifying false negatives are unavailable.

Table 6. Performance results and internal-consistency check

Metric Python Rust Ratio Status

Parsing 10,000

arsmg. 3,800 ms 38 ms 100~ Aggregate measurements
transactions
[Parsing 1 transaction 0.38 ms 0.0038 ms 100x Calculated as T/N
BES graph 2,100 ms 21 ms 100x Aggregate measurements

Common measurement tool
Peak RSS 480 MB 42 MB 11.4x .
unspecified

CPU threads 1 16 16x Language and parallelism differ

Parsing 10,000 transactions

Graph construction (BFS)

Aggregate measurements reported in the practical study

s Python 3.12

B Rust 1.78 --release

3800 s

2100 ms

10?
Time, ms (logarithmic scale)

103

Figure 3. Comparison of aggregate Python and Rust execution times

A case dated 24 March 2025 concerns a transfer of 0.0001 SOL from an address previously
flagged as phishing-related to a user address holding USDC. The system generated a dusting
warning. Scientifically, the case demonstrates propagation through the pipeline 'micro-transfer +
risk indicator — analytical signal'. It does not establish that a loss was prevented without
evidence of the user's subsequent actions. The defensible result is timely generation of an
explainable warning, not proven prevention of harm.

Deterministic payment matching also requires cautious interpretation. Zero known false
matches may reflect low competition among expected payments, narrow time windows, or
incomplete review. Quality measurement requires a log of all expected payments and on-chain
candidates, followed by expert labelling of TP, FP, and FN. Only then can precision, recall, and
F1 be calculated and exact amount_raw matching compared with a +2% tolerance.
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Table 7. Operational indicators and defensible interpretation

Indicator Reported value What it supports What it does not support
Transactions .
>1.2 million Scale of one deployment | Complete network coverage
processed
Wash-trading Execution of the rule and
. 47 clusters 47 proven fraud cases
signals log
Detecti f th
Dusting signals 12 e.ec fon ot e Recall or absence of misses
configured pattern
Precision=1 without ind dent
False matches 0inthelog | No known false positives recision= Witot independen
labels
Securi
: e?urlty 0 in the log No known incidents Complete system security
incidents

The architecture supports a common conclusion in the literature: effective blockchain
forensics depends on graph structure, temporal context, and reproducible transformations rather
than a single risk score (Atlam et al., 2024). The contribution is limited to system-level adaptation
for Solana through explicit retention of entity and instruction layers and a traceable link from the
output to source facts. Inmediate reduction to wallet-to-wallet transfers would be convenient but
would destroy part of the evidence context and impede reinterpretation.

Graph cycles are consistent with established approaches to wash-trading detection, but
prior work warns that their meaning is context-dependent (Victor & Weintraud, 2021). The
bounded BFS should therefore be treated as a candidate generator. Temporal windows, economic
outcome, and service labels can remove obvious false positives, while final specificity must be
evaluated on labelled Solana DEX data.

Pump-and-dump rules use features reported for centralised and decentralised markets:
abrupt volume, price increase, participant concentration, and reversal (Kamps & Kleinberg, 2018;
Hamrick et al.,, 2021). A 500% threshold is convenient for a prototype but is not universal. One
trade may produce that movement in an illiquid token, whereas manipulation in a liquid asset
may use a smaller amplitude. Thresholds should consequently be normalised against historical
volatility and market depth.

For MEV, an observed sequence must be distinguished from an inferred strategy.
Ethereum sandwich behaviour is commonly related to ordering in the input stream and block;
Solana additionally requires slot, instruction, DEX, and bundle context. The prototype starts with
one-pair sequencing, but an A-V-B condition is insufficient. A future version should calculate
pool reserve changes, post-fee profit, and links between the addresses responsible for the front
and back operations (Daian et al., 2020; Qin et al., 2022).

The Rust findings are conceptually consistent with the use of a compiled language for
intensive deserialization and parallel processing. Rust ownership does not automatically make
an application secure: Parser may resolve an owner incorrectly, a rule may use an unsuitable
threshold, and a dependency may be vulnerable. The practical security effect should be evaluated
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with property-based tests, fuzzing, cargo-audit, SBOM, and invariant tests (Jung et al., 2018; Cui
et al., 2022).

The practical value of self-hosting is control over data and explanatory logic. Unlike a
closed service, the researcher can retain a raw RPC response, repeat parsing, and identify the
exact rule version. Cost and feature comparisons with commercial products in the practical report
are excluded from the evidentiary argument: prices and capabilities change, and no solution can
be declared functionally superior without a standardised task.

allocation, and data-structure construction. The arithmetically consistent 100:1 ratio
confirms a difference between the two measured configurations, but cannot be interpreted as a
statistical estimate of the isolated Rust effect without repetitions and thread-count alignment.

Construct validity is limited because counts of analytical signals are not counts of
confirmed attacks. Wash-trading and dusting results lack independent expert labels; '0 false
positives' records no known errors rather than systematic validation. Error costs, inter-rater
agreement, and ground-truth criteria are not defined.

External validity is restricted to one slot range and one hardware platform. Transaction-
type distribution, congestion, versioned transactions, address lookup tables, and failed
transactions may differ in another period. Operations covered five networks, but the paper
concerns Solana; transfer to TRON, TON, Ethereum, or Litecoin is not evaluated.

Reproducibility requires publication of an anonymised signature list or resampling
procedure, JSON schema, code, Cargo.lock, Python requirements, RPC configuration, benchmark
scenario, and raw outputs from every run. Until such a package is available, the measurements
should be treated as a pilot study. That status does not negate engineering utility, but limits
statistical claims.

The ethical boundary is that public on-chain data does not eliminate the risk of erroneous
attribution. An address or cluster should not be labelled criminal solely because an automated
rule fired. The output is intended to prioritise investigation; attribution requires additional
evidence, a legal basis, and a review or appeal procedure.

Recommended replication protocol. The following protocol is proposed to convert the pilot
evaluation into a reproducible study:

1. Fix at least three non-overlapping slot ranges; retain signatures, successful/failed
proportions, and transaction versions; publish the sampling script.

2. Record the commit hash of both implementations, Cargo.lock, requirements,
operating system, CPU settings, thread counts, and RPC configuration; separate I/O and CPU-
only modes.

3. Run at least 30 repetitions after controlled warm-up; randomise execution order;
report the median, IQR, mean, and 95% confidence interval.

4. Compare single-threaded Rust with single-threaded Python, then evaluate Rust
scaling at 1, 2, 4, 8, and 16 threads.

5. Create a labelled normal/wash/dusting/MEV/pump-and-dump corpus; use at
least two experts and report agreement, confusion matrix, precision, recall, F1, and PR-AUC.

6. Conduct an ablation study without owner resolution, inner instructions,
temporal context, and with alternative thresholds t; measure the contribution of every
component.

This protocol would address the principal threats to validity and test both the
computational hypothesis and detection utility. A separate I/O benchmark would quantify RPC
dependence, a CPU-only benchmark would measure parsing and graph-construction cost, and a
labelled corpus would establish the quality of the analytical signals.
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CONCLUSION

This paper combines a blockchain-forensics review with practical material on a self-hosted
system implemented in Rust. Solana requires a platform-specific feature model that distinguishes
wallet, token account, mint, and program; retains outer and inner instructions; and records
execution status and slot context. The proposed pipeline is read-only RPC — schema validation
— atomic-unit normalization — temporal multigraph — explainable rule — Evidence Bundle.

The pilot results show lower aggregate execution time and peak memory for the Rust
implementation than for Python. After correction of a typographical error, the averages are 0.38
and 0.0038 ms per transaction, giving an observed ratio of 100:1. This result is valid for the
reported configurations; however, the absence of repetitions and comparison of single-threaded
Python with 16-threaded Rust prevent attribution of the entire difference to the programming
language or transfer of the coefficient to other conditions without a controlled benchmark.

Rules for wash trading, dusting, sandwich/MEV, and pump-and-dump generate
candidates for review rather than establish fraud. The scientific and practical value of the system
lies in retaining observations, rule version, and alternative explanations. This approach makes a
signal reproducible and reduces the risk of turning a probabilistic relationship into unjustified
attribution.

Future work should provide an open Solana benchmark dataset, repeated measurements,
ablation studies, expert labels, and formal parser invariants. Graph neural networks or other
machine-learning models may be added after reliable labelling, but their outputs should also be
accompanied by interpretable features and an Evidence Bundle.
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