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Insider threats remain difficult to mitigate because authenticated users can
misuse legitimate privileges while enterprise environments continuously
produce heterogeneous identity, endpoint, application, and network
telemetry. This study develops an applied behavioral risk-scoring pipeline
that converts windowed events from the CERT Insider Threat Test Dataset
into a time-indexed signal intended for Zero Trust access decisions and
analyst triage. The method combines metadata-only feature aggregation,
Logistic Regression and HistGradientBoosting baselines, user-window
scoring, top-K ranking, and an explicit mapping from risk levels to allow,
step-up multi-factor authentication, or restrictive actions. Daily and weekly
aggregation are evaluated with 30 stratified 70/30 train/test splits under
severe class imbalance. Ranking metrics are emphasized because they
correspond to a fixed analyst review budget more directly than a single
classification threshold. Weekly aggregation achieved Recall@10 = 1.0000
and Recall@1000 = 1.0000 in the reported case study, whereas daily
aggregation achieved Recall@10 = 0.2667 + 0.1729 and Recall@1000 = 0.4667 +
0.2249. The contribution is an operational integration rather than a new
classifier: behavioral evidence is transformed into a continuous, reviewable
risk state and connected to reversible Zero Trust controls, while the temporal
trade-off between ranking stability and response latency is made explicit.
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Nnucanaepaix Kayinrepai cebebi
ayTeHTH(UKAIUAAaHFaH IaiigalaHyIIbLAap 3aHABl APTHIKIIBLABIKTaPAbI
Tepic malijadaHybl MYMKiH, a4 KOPIIOpPaTUBTiK OpTaJlap TIeTeporeHAi
COVIKEeCTIiKTi, COHFBI HYKTeHi, KOAAaHOAHBI >KoHe >KeAidiK TeaeMeTpPUSHBI

y34ikcia >xacaiiasl. Bya seprrey Tepeseaeri okuraaapast CERT Vncaiiaepaix

asamnry o4i ae KUBIH,

Kayin-xatep Crraarnr Jepekrep XunarsiHan Heagik CeniMre K04 >KeTKi3y
TaAJayliblaapabl  CypBIIITayFa apHaAfaH — yaKbIT
CUTHaAfa TypAeHAipeTiH KoaAaHOaAbl MiHe3-KYABIK
ToyekeaJepiH Oaraaay >KylieciH azipaeyae. bya agic Tex MeTagepekrepre
apHaJAfaH MYMKiHJiKTepai 6ipikTipyai, Aoructukaask Perpeccrsnsr sxoHe
I'mcrorpammansl  JKorapplaaTyAblH Herisri  OarbITTaphlH, MalijadaHyIIbl

memiMaepi  MeH

VMHAEKCTeATreH
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TepeseciHiH ymnaiiaapeiH, top-K peliTunrin >xoHe Teyekea aeHreiidepiHeH
HaKTBl ~ CaABICTBIPYABl  OipikTipeai.pykcar ery, kem  (aKTOpPABI
ayTeHTU(UKAIIUAHBL KYIIENTY HeMmece IIeKkTey opekeTTepi. KynaeaixTi
>KoHe amraablK arperanus 70/30 moribi3gapasis/ceiHaKTapasiE - 30
crpatudukanusalaHFaH OediHyiMeH OaradaHaabl, OyA CBIHBIIITArbl eleyAai
TeHTepiMci3Aik >KarjaribiHAa. PelTMHITIK KepceTkimTepre Oaca Haszap
ayJapblaaabl, ©ITKeHi oaap Oip >KiKTey IIeriHeH repi aHaAUTHUKTepAiH
TypakTbl IIOAy OIOAXeTiHe Tikeaeil coiikec Kedeai. AITa CaifbIHFBI
6ipixTipy@10 = 1.0000 Ecxke Tycipyre >xoHe@1000 = 1.0000 Ecke Tycipyre K04
JKeTKi3ai, aa KyHAeaikTi GipikTipy@l0 = 0.2667 + 0.1729 Ecke Tycipyre
>koHe@1000 = 0.4667 + 0.2249 Ecke Tycipyre ko4 >KeTkisai. bya yaec xana
KIKTeYilll eMeC, OIlepalMsAABIK MHTerpanys OOABII TaOblAaABL: MiHe3-
KYABIK JepeKTepi TypakThl, KaliTa KapaJaThlH ToyeKea >KarjaliblHa
aiiHazaabl >koHe HeAAiK CeHiMAiZiKTiH KalTBIMAB OaKbliaybIMeH
0allaaHBICTBI, aA PEMTUHITIH TYpPaKTLIABIFBI MEH >Kayall OepyAiH Kelliryi
apachIHAAFbl yaKbITIIa KOMIIaFa KeAy aliKblH KOpCeTiATeH.
Karouesbie caoBa: AHHOTAII S
BHyTpeHHue yrposel OCTalOTCSI CAOXHOI IIPOOAEMOIi, ITOCKOABKY

aBTOPU3OBaHHbIE I10Ab30BaTeAM MOIYT 3A0YIIOTPeOAATh 3aKOHHBIMU
IIPUBMAEIVAMY, a KOPIIOpAaTUBHBIE CpeAbl IIOCTOSIHHO Te€HEepUPYIOT
Pa3HOPOAHYIO TeAeMeTpUIO, KacaloIylocs WAeHTU(UKAIUM, KOHEYHBIX
TOYEK, IPUAOKEHMII M ceTu. B ®TOM mccaejoBaHmMy paspaboTaH
IIPUKAaAHOV KOHBeilep OILIeHK! ITOBeJeHYECKUX PUCKOB, KOTOPBIN
peobpasyeT COOBITIL, OTpaHIIeHHbIe BpeMeHHBIMI paMKaMI, 113 Habopa
Aannubix CERT Insider Threat Test Dataset B cirHaa ¢ BpeMeHHBIM MHAEKCOM,
IIpeAHa3HaYeHHBII AAs TIPUHATHA peIleHuil O AOCTyIle B paMKax
KOHLIEIIINN «HYA€BOIO JOBEpPUs» U COPTUPOBKM aHAAUTUKAMU. MeToa

codetaeT B ceDe arperaluio IPU3HAaKOB TOABKO Ha OCHOBE MeTaJaHHBIX,
Zero Trust; goctyn K = . K K
Gasosple Mogeam Aoructudeckoi perpeccun u  HistGradientBoosting,
CeTU 110 MoAean Zero y
OIIeHKy II0 BpeMeHHBIM OKHaM IIoAb3OBaTeaeil, pamxuposanme mo K
Trust; kopriopaTnBHbIe N
AY4IIMM BapuMaHTaM M SBHOE COIIOCTaBJA€HUE YpOBHENl pucKa C
CeTH; yTPO3bI CO CTOPOHBI 3
b pasperieHneM, ycuAeHMEM MHOTO(QAKTOPHON ayTeHTHMQUKaINU UAU
MHCallAepOB; .
P OTpaHMINUTEABHBIMU AevicTBUAMU. E>XXeaHeBHas 11 e>XeHeeAbHasI arperarus
TToBeAeHYecKas N
OIIeHMBaeTCs ¢ ucroan3osanyeM 30 cTpaTupuUIMPOBaHHBIX pa3OyeHuii Ha
aHa/AMTHUKa; OIleHKa
00yJaIoIIyI0 M TeCTOBYIO BBHIOOPKM B coorTHowmeHmn 70/30 mpu cnabHOM
PMCKOB; ajaniTUBHOE
AncbasaHce kaaccos. Ocoboe BHUMaHHUe yaeaAsdeTcsl  MeTpUKaM
yIpaBAeHIe JOCTYIIOM;
paHXUpPOBaHI, ITOCKOALKY OHU 0O0/ee HerloCpeACTBeHHO COOTBETCTBYIOT
pamxuposanue top-K N
PuxcrpoBaHHOMY 6I04KETy aHaAUTUKOB Ha ITPOBEPKY, Y€M €AVHBI ITOPOT

kaaccupukanunu. B mpeacTaBAeHHOM TeMaTMIECKOM — MCCAeAOBaHUU
eXeHeJeAbHas arperanus IIOKazada 3HadeHus Recall@l0 = 1,0000 n
Recall@1000 = 1,0000, Toraa Kak e>keAHeBHasI arperarjus I1oka3ala 3HaueHIs
Recall@10 = 0,2667 + 0,1729 u Recall@1000 = 0,4667 + 0,2249. Bkaag
3aKAIOYaeTcsl CKopee B OIlepalfOHHOM MHTerpaluy, 4yeM B CO34aHII HOBOTO
KaaccudukaTopa: IoBejeHIecKrie JaHHbIe ITpeoOpasyIoTcs B HeIIpephIBHOE,
rogJAesxaliiee IIpoBepKe COCTOSIHME PUCKA M CBA3BIBAIOTCSA C OOpaTUMBIMU
MeXaHM3MaMU KOHTPOAsI «HyAeBOIO 40BePHsI», IIPY BTOM SIBHO yKa3bIBaeTcs
BpPEMEHHOI KOMIIPOMUCC MeXAY CTaDMABHOCTBIO PaH>XKMPOBaHMA U
3a4eP>KKOM peaxImim.

INTRODUCTION

Zero Trust has shifted enterprise security from perimeter-based assumptions toward
continuous verification, explicit policy evaluation, least privilege, and context-aware access
decisions (Ahn et al., 2024; Huang & Zhu, 2024). In this operating model, an authenticated
identity is not treated as a permanent indication of trust. Identity attributes, device posture,
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session context, and observed behavior can all contribute to a decision that is recalculated during
the lifetime of a session. This approach is important for insider-threat mitigation because a
malicious employee, a negligent employee, or an attacker operating through a compromised
account can possess valid credentials and therefore pass an initial authentication step while still
performing actions that increase organizational risk.

The difficulty is not limited to detecting anomalous events. Enterprise environments
generate heterogeneous records from authentication systems, endpoints, file services, web
activity, e-mail, and network flows. Each source describes a partial view of behavior, uses its own
timestamps and identifiers, and has a different baseline of normal activity. A useful insider-risk
mechanism therefore has to transform these heterogeneous observations into a common
representation, retain enough temporal context to distinguish transient variation from sustained
change, and produce an output that can be consumed by a policy engine or an analyst. Access-
control research has demonstrated the value of contextual attributes and deception for improving
visibility of misuse (Alohaly et al., 2022), while organizational studies emphasize both behavioral
indicators and the operational costs associated with false alarms and user friction (Rahman et al.,
2022; Whitelaw et al., 2024).

Learning-based insider-threat detection provides multiple ways to process this evidence.
Unsupervised ensembles, one-class streaming methods, and density-based approaches are
attractive when positive labels are scarce, delayed, or expensive to construct (Al-Shehari et al.,
2024; Le & Zincir-Heywood, 2021; Peccatiello et al., 2023). Supervised and deep-learning methods
exploit richer labeled structure or sequential representations (Dong et al., 2025; He et al., 2024;
Kim & Kim, 2026; Lavanya et al., 2024; Nasir et al., 2021). Graph approaches model interactions
among users, resources, hosts, and time contexts (Li et al., 2023; Li et al., 2024; Xiao et al., 2023;
Xiao et al., 2025). Cyber-human models add behavioral and contextual dimensions (Roy & Chen,
2024), while sequence-based and masquerader-oriented methods explicitly address temporal
dependence and impersonation behavior (Gonzales et al., 2025; Huang et al., 2025). Enterprise-
storage anomaly detection (Alsalim, 2025), explainability-oriented surveys (Alketbi & Mehmood,
2025), digital-twin and attention-based methods (Wang & Saddik, 2023), adversarial autoencoder
approaches (Zhu et al., 2024), and real-time adaptive-neighbor methods (Cai et al., 2024) further
demonstrate the breadth of the technical landscape. The recent risk-decay perspective (Greitzer,
2026) is especially relevant to Zero Trust because it reinforces the idea that insider risk should
evolve as evidence becomes older rather than remain a permanent binary label.

Despite this breadth, there is a practical integration gap. A detector may return an anomaly
probability, ranking, or node-level score, but the operational path from that output to a
continuously evaluated access policy is often not made the primary object of evaluation.
Detection quality is commonly reported with threshold-based classification metrics even when a
security operations center (SOC) can realistically review only a limited number of cases per hour
or day. In such settings, the key question is not simply whether a positive case can be separated
from benign activity, but how quickly the highest-risk cases appear near the top of a review queue
and how that ranking can be connected to reversible security actions.

This paper addresses that integration problem through an applied case study. It constructs
a user-window behavioral risk score from metadata-level CERT telemetry, compares daily and
weekly temporal aggregation, uses Logistic Regression (LR) and HistGradientBoosting (HGB) as
transparent supervised baselines, and evaluates the resulting score primarily with Precision@K
and Recall@K. The study then maps score ranges to three Zero Trust responses: allow, step-up
multi-factor authentication (MFA), and restrict or block. The design intentionally separates the
learning problem from the policy problem so that model outputs can be analyzed as a continuous
signal and policy thresholds can be adjusted independently.
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The study is organized around three research questions. RQ1 asks how temporal
aggregation changes ranking quality under severe insider-threat class imbalance. RQ2 asks how
a behavioral score can be expressed as an operational input to a Zero Trust policy decision point
and policy enforcement point without assuming that the score itself is a final security verdict.
RQ3 asks which methodological limitations must be made explicit before results from a synthetic,
scenario-driven dataset can inform enterprise deployment. These questions are deliberately
practical: the paper does not claim a fundamentally new classifier, but rather an experimentally
evaluated risk-scoring loop that connects detection evidence, analyst prioritization, and access
control.

The practical contributions are fourfold. First, the paper provides a reproducible
transformation from heterogeneous CERT events to a user-window feature representation.
Second, it makes the literature comparison explicit across anomaly, deep-learning, graph, cyber-
human, sequence, real-time, and explainability-oriented families rather than treating insider-
threat detection as a single homogeneous problem. Third, it evaluates temporal granularity with
fixed review budgets using top-K metrics that are directly interpretable by analysts. Fourth, it
defines a small set of reversible Zero Trust actions and explains the trade-off between faster
reaction and more stable evidence when the temporal window changes. The remainder of the
article follows the journal template by presenting the materials and methods, results and
discussion, conclusion, and publication statements.

Research context and comparison with existing approaches

The literature contains several complementary perspectives on insider risk. Zero Trust
work emphasizes that authorization should remain contextual and adaptive rather than being
granted indefinitely after network entry or an initial login (Ahn et al., 2024; Huang & Zhu, 2024).
This system-level perspective establishes why a risk signal is useful, but it does not dictate which
behavioral representation or learning algorithm should create that signal. Attribute-based access
control integrated with cyber deception (Alohaly et al., 2022) addresses the visibility of suspicious
activity and demonstrates how access policy can consume richer context. Readiness studies of
unintentional insiders (Rahman et al.,, 2022) and practitioner reviews from financial services
(Whitelaw et al., 2024) further indicate that operational adoption depends on more than model
accuracy: monitoring must fit organizational processes, acceptable user friction, and the
responsibilities of security analysts.

Unsupervised and one-class methods (Al-Shehari et al., 2024; Le & Zincir-Heywood, 2021;
Peccatiello et al., 2023) are especially suitable when labeled malicious behavior is sparse. Their
principal advantage is that the detector can learn a representation of normal behavior and flag
deviations without requiring a large set of known incidents. Their operational output is
commonly an anomaly score or rank, which naturally supports prioritization but does not
automatically determine a policy response. A score can also be sensitive to population drift, data-
volume changes, and the choice of neighborhood or density assumptions. The present study
retains the useful ranking interpretation of these approaches while using supervised baselines to
take advantage of the scenario labels available in the CERT case study.

Supervised and deep-learning approaches (Dong et al., 2025; He et al., 2024; Kim & Kim,
2026; Lavanya et al., 2024; Nasir et al., 2021) can represent more complex relationships and
sequences. Deep models may detect nonlinear interactions that a compact feature vector cannot
capture, and specialized autoencoder or diffusion-based architectures can model distinctive
structures in insider activity. The trade-off is implementation complexity, larger data
requirements, and a more demanding explainability problem. The present case study therefore
uses LR and HGB as baseline models rather than attempting to compete with the most
sophisticated architecture in the literature. The purpose is to test the operational value of the
score-to-policy loop under controlled conditions, not to make a model-family superiority claim.
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Graph-based methods (Li et al., 2023; Li et al., 2024; Xiao et al., 2023; Xiao et al., 2025)
provide an additional layer of context by representing interactions among users, resources, hosts,
and time. Cyber-human modeling (Roy & Chen, 2024) broadens this context further by
introducing human and organizational relationships, while contextual sequence and
masquerader-focused methods (Gonzales et al., 2025, Huang et al., 2025) target temporal
structure and impersonation. These approaches strengthen the argument that insider activity
should not be represented as an isolated event. However, greater representational richness does
not remove the need for a policy interface. A Zero Trust system still needs a stable and auditable
way to convert evidence into an access decision, to explain the reason for a challenge, and to
decide when a high-risk state should decay as evidence becomes stale (Alketbi & Mehmood, 2025;
Greitzer, 2026).

Recent work also illustrates adjacent directions. Efficient anomaly detection for enterprise
storage (Alsalim, 2025) focuses on a specific technical surface, whereas digital-twin and self-
attention approaches (Wang & Saddik, 2023) aim at richer environmental representation. Review
studies (Alzaabi & Mehmood, 2024) map the broader machine-learning landscape, while
adversarial autoencoder work (Zhu et al., 2024) indicates that robustness against adaptive
behavior is itself a concern. Real-time learning approaches such as LAN (Cai et al., 2024)
demonstrate the importance of responsiveness at activity level. The gap addressed here is
therefore not the absence of advanced models. It is the need for a simple, testable operational
chain in which heterogeneous behavior is aggregated over time, converted to a score, ranked
under a defined review budget, and explicitly consumed by Zero Trust enforcement.

Table 1. Comparison of representative insider-threat approaches

d / one-class [6]-[8]

or streaming behavior

rank / score

Typical for Zero T

Approach Signals / scope ypica (?ap o e rust
output risk scoring
ful with

Unsupervise Multi-source Anomaly Useful with scarce

labels; policy mapping is
typically implicit.

Sequences and

Higher complexity

[21], [22], [24]-[27]

adversarial, or real-
time context

adaptive score

Deep / . Class and stronger deployment,
rich learned . .
temporal [9]-[13] . probability / score data, and explanation
representations .
requirements.
Strong context;
Graph / Relational, . &
Node / event conversion into a stable
cyber-human [14]- temporal, human, or . .
. . anomaly or risk access-control state is not the
[18] interaction context .
primary output.
Temporal Useful timin,
Sequence / P Sequence . . 8
context and information; operational
masquerader [19], . ) anomaly / attack .
impersonation g thresholds and actions
[20] indication . g
patterns remain deployment-specific.
Storage
’ Addresses important
Explainabilit interpretability, Anomaly, . . P
. . . . dimensions, but no common
y / adjacent methods digital-twin, explanation, or

score-to-policy operational
loop.

Proposed
case study

Identity,
endpoint, web/email,
and flow metadata

Continuous
score + top-K rank

Explicit score-to-
policy mapping and 1D vs
7D evaluation under review
budgets.
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MATERIALS AND METHODS

1. Research design and threat model

The study follows an applied simulation design. The unit of analysis is a user-window
rather than an individual event. Each window contains aggregated observations associated with
one user over a fixed interval, and the same construction is evaluated under daily (1D) and
weekly (7D) temporal aggregation. The model output is a continuous score in the interval [0, 1]
that is interpreted as relative behavioral risk within the evaluated population. The analysis is
intentionally organized around ranking and actionability because a SOC typically operates under
a finite review budget and because score thresholds can change with organizational tolerance for
friction.

The threat model covers three operational cases already represented by the notion of an
insider in enterprise security: a malicious legitimate user, an otherwise legitimate user whose
behavior becomes risky through negligence or misuse, and an external attacker operating
through a compromised account. In all three cases, authentication can be valid. The security
problem is therefore framed as post-authentication monitoring: determine whether the observed
combination of identity, endpoint, resource, communication, and temporal behavior is consistent
with the user baseline and with the broader enterprise population. The score is not treated as
proof of malicious intent; it is treated as a control signal that can trigger additional verification or
temporary restriction.

This distinction is important for policy design. A risk score is evidence about behavior,
whereas an access decision is an organizational control action. Treating the score as an automatic
accusation would make false positives more costly and would blur the boundary between
detection and authorization. The proposed design keeps these functions separate: the scoring
layer ranks risk, while the policy layer applies configurable thresholds and reversible actions. The
same score can consequently be reviewed by analysts, logged for audit, or consumed
automatically by a policy decision point.

2. Dataset and label construction

The study uses the CERT Insider Threat Test Dataset as a controlled proxy for enterprise
telemetry (Lindauer, 2020). The dataset contains synthetic background activity and synthetic
malicious-actor scenarios across enterprise-style logs. Its value for this case study is the ability to
join multiple behavioral surfaces while retaining scenario-level ground truth. At the same time,
its synthetic and scenario-driven nature is a central limitation, and results are interpreted as a
methodological case study rather than as a prevalence estimate for real organizations.

The primary entity is the user. Raw records are normalized by user identifier and
timestamp and then aggregated into either one-day or seven-day windows. A window receives
a positive label when its time interval overlaps an insider-scenario interval in the dataset answer
key. This interval-overlap rule converts scenario annotations into a continuous-monitoring
formulation: instead of labeling only a particular event as malicious, the method asks whether
the user was in a risk-bearing state during the evaluated time window. The approach also exposes
a boundary effect. An activity immediately before or after a scenario interval may be behaviorally
similar but receive a different binary label. Consequently, ranking and early-warning
interpretation are emphasized rather than assuming that the label is a perfect statement of intent.

For reproducibility, the source CERT r4.2 release represents 1,000 synthetic employees,
including 70 simulated insider users, over approximately 17 months of activity. The experiment
evaluates 1-day (1D) and 7-day (7D) user-windows. In the reported 7D evaluation, each test split
contains exactly one positive user-window. This is implied by the reported Recall@10 = 1.0000
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and Precision@10 = 0.1000, and is independently consistent with Recall@1000 = 1.0000 and
Precision@1000 = 0.00100: the single positive window is recovered in every split, while 999 of the
first 1,000 ranked cases are negative. The full negative test-set size is not separately retained in
the reported run summary, so no larger exact negative count is asserted here. For the 1D results,
the reported mean Precision@10 and Recall@10 are consistent with four positive test windows per
split under the stated per-split top-K evaluation.

The data processing pipeline removes payload content and retains metadata-level counts,
durations, novelty indicators, and relational statistics. This design limits the study to behavioral
signals that can be computed without inspecting message or file contents. It also makes the
feature representation easier to reproduce across environments where content collection is
restricted. The resulting representation is compatible with a Zero Trust setting in which a policy
engine receives summarized telemetry rather than raw content.

3. Behavioral feature engineering

Feature engineering maps heterogeneous events into compact behavioral descriptors.
Identity and authentication features include logon counts, the proportion of activity occurring
outside ordinary hours, host dispersion, and novelty relative to a user-specific baseline. These
indicators capture changes in authentication intensity and environmental context without
assuming that a login is malicious by itself. Endpoint and data-movement features include file-
access intensity, the number of unique files touched, rare-directory access, removable-media
activity, and burst-like copying behavior. Such features represent changes in the breadth or
concentration of a user's interaction with enterprise data.

Web and communication features include unique domains, domain novelty, distinct
recipients, external-recipient ratios when derivable, and temporal changes in communication
patterns. For selected hosts, domains, and shared drives, inverse-frequency and user-to-
population divergence measures capture organizational rarity. The intention is to combine two
related viewpoints: deviation from the user's own recent history and deviation from the
organization's broader behavior. A behavior that is common for a user but rare for the
organization can therefore remain distinguishable from a behavior that is unusual for both.

Table 2 summarizes the main feature groups and their operational interpretation. The table
also clarifies that the method is not dependent on a single signal type. Instead, it fuses
complementary metadata streams so that a score can reflect identity context, data movement,
communication, network behavior, and relative rarity at the same time.

4. Feature groups and operational semantics

Table 2. Behavioral feature groups used in the case study

Operational
Feature group Examples . P .
interpretation
Identity and Logon count, after-hours Change in access rhythm
authentication ratio, host dispersion, novelty and authentication context.

Unique files, access intensity,

Endpoint and data . . .
P rare directories, removable media,

Breadth and intensity of

movement . data interaction.
burst copying
Unique domains, domain Communication
Web and e-mail novelty, distinct recipients, external- expansion and unusual
recipient ratio destinations.
Connection counts, flow Changes in
Network / flow , e
concentration, source/host communication topology
metadata

dispersion without payload inspection.
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Operational
Feature group Examples . .
interpretation
. . Inverse-frequency and user- How unusual an object
Population rarity . . . .
to-population divergence or pattern is relative to peers.

L Persistence, acceleration,
Current activity versus

. N and transition into a new
moving historical average

behavioral state.

Temporal change

5. Scoring models and decision policy

Two supervised baseline models are wused: Logistic Regression (LR) and
HistGradientBoosting (HGB). LR provides a compact and interpretable linear baseline, while
HGB captures nonlinear interactions among engineered behavioral features without requiring a
deep sequence architecture. The imbalance problem is handled with class weighting for LR and
sample weighting for HGB. Their outputs are converted into a probability-like risk score r(u,t) in
the interval [0,1]. The term probability-like is intentional: the case study does not claim that the
raw model output is fully calibrated as a probability of maliciousness. Calibration is identified as
a future extension. Figure 1 illustrates the resulting detection-to-policy loop, while Figure 2 shows
the corresponding reversible action mapping.

For LR, the scoring function can be expressed conceptually as r(u,t) = sigmoid(beta_0 +
betaT x(u,t)), where x(u,t) is the feature vector for user u in time window t. HGB estimates a
nonlinear score from the same representation. The operational design does not require that every
classifier use the same internal mechanism; it requires only that the model expose a comparable
monotonic risk scale so that ranking and policy thresholds can be applied. This separation makes
the proposed framework compatible with an alternative anomaly detector when labels are
unavailable.

The Zero Trust policy layer uses two thresholds tau_1 and tau_2, with tau_1 <tau_2. Scores
below tau_1 are mapped to allow, intermediate scores to step-up MFA, and scores at or above
tau_2 to restrict or block. Table 5 summarizes this mapping. In the present case study, tau_1 and
tau_2 are configurable policy parameters rather than learned model parameters, and they were
not optimized from the reported top-K results. For a deployment-oriented calibration, tau_1
should be selected on a validation set to satisfy a target challenge or false-acceptance constraint,
while tau_2 should satisfy a stricter restriction/blocking criterion; both should be reviewed
against expected user friction and security cost. Because such threshold calibration was not
experimentally performed here, the manuscript does not claim an empirically optimal threshold
pair. The risk score can nevertheless be logged and reviewed independently even when a policy
decision is automated.

Continuous Zero Trust behavioral risk loop

Identity / endpoint / Behavioral feature Risk score Policy decision Policy enforcement
network telemetry engineering r(u,t) point (PDP) point (PEP)

Analyst triage can consume the same ranked score for human-in-the-loop review.

Figure 1. Behavioral risk scoring integrated into a Zero Trust policy enforcement loop
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Operational mapping from continuous risk to reversible access actions

Low risk Medium risk High risk
allow step-up MFA restrict / block

risk score r(u,t)

Thresholds are policy parameters rather than intrinsic properties of the classifier.

Figure 2. Mapping of a continuous behavioral risk score to reversible Zero Trust actions

6. Evaluation protocol

The default case-study settings are summarized in Table 3. The dataset is evaluated with
both daily and weekly windows. Earlier windows can be used for training and later windows for
testing in a time-aware formulation; however, the reported robustness results in this manuscript
use 30 stratified 70/30 train/test splits so that the positive class remains represented across
repeated experiments. This distinction matters when interpreting the results: stratification
provides a useful sensitivity analysis, but it is not equivalent to a fully time-forward production
validation.

Because insider labels are highly imbalanced, Precision@K and Recall@K are treated as the
primary indicators. Here K represents the number of ranked user-windows that an analyst is
assumed to inspect. Recall@K asks how much of the positive population is recovered within the
tirst K cases, while Precision@K indicates the fraction of reviewed cases that are positive under
the study label. The metrics therefore connect directly to a review budget. Conventional
Precision, Recall, F1, ROC-AUC, and PR-AUC remain useful secondary measures, but they do
not by themselves express how many cases a SOC must examine before finding a meaningful
portion of the positive population.

The operational evaluation also tracks false-acceptance risk, challenge rate, detection
delay, and score stability as candidate deployment measures. These indicators are not all
estimated from the present synthetic experiment. They are included because a production Zero
Trust control loop must balance detection against latency and user friction. In other words, a
scoring method is operationally incomplete if it detects a large number of positives only by
generating an unacceptable number of challenges for benign users.

Table 3. System settings and case-study parameters

Parameter Value
Dataset CERT Insider Threat Test Dataset r4.2 [28]
Source population 1,000 synthetic users; 70 simulated insider
users
Activity period Approximately 17 months
Positive test windows 1D: 4 per test split (consistent with reported
mean top-K metrics); 7D: 1 per test split
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Parameter Value
Negative test cases 7D: 999 negative cases within the top-1000
review set; full test-set count not retained in the run
summary
Windows 1 day (1D) and 7 days (7D)
Repeated evaluation 30 stratified 70/30 train/test splits
Models Logistic Regression; HistGradientBoosting
Imbalance handling Class weights for LR; sample weights for HGB

tau_1/ tau_2 are configurable; not tuned in the

Policy thresholds ]
reported experiment
Primary ranking metrics Precision@K; Recall@K
Precision, Recall, F1, ROC-AUC, PR-AUC; false-
Secondary / operational metrics acceptance risk, challenge rate, detection delay, score
stability

7. End-to-end implementation flow

Figure 3 summarizes the computational workflow used to produce the reported results. First,
source logs are extracted and normalized. Second, events are grouped into the selected 1D or 7D windows
and aligned with scenario intervals. Third, feature vectors are generated from counts, novelty, rarity,
relational statistics, and temporal changes. Fourth, LR and HGB are trained with the specified imbalance
handling. Fifth, each user-window receives a score that can be ranked across the evaluation population.
Sixth, top-K metrics are computed. Finally, the score is mapped to the Zero Trust policy layer. This
sequence establishes traceability from raw telemetry to the reported performance values.

The implementation flow also clarifies a key reproducibility principle. Feature generation,
model training, scoring, and policy mapping are separate stages. A future implementation can
therefore replace the classifier while leaving the surrounding data model and policy interface
unchanged. Similarly, a security team can modify the policy thresholds without retraining the
detector if the score remains on a stable scale. Such modularity reduces the risk that a model
update becomes inseparable from an authorization-policy update.
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Evaluation workflow

Extract and normalize
CERT telemetry

v

Generate 1D/ 7D
windows and labels

v

Construct behavioral
features

|

v

Train LR and HGB
with imbalance handling

v

Score user-windows
and rank cases

v

Evaluate Top-K
metrics

v

N Y Y Y Y )
N A A A A A

Map scores to
Zero Trust actions

- J

Figure 3. End-to-end evaluation workflow used in the case study

RESULTS AND DISCUSSION

1. Detection and ranking results

The reported results come from the developed simulation pipeline using the 1D and 7D
feature windows and 30 stratified train/test splits. Table 4 summarizes the selected operating
points. Weekly aggregation achieved Recall@10 = 1.0000 and Recall@1000 = 1.0000. The
corresponding Precision@10 was 0.1000 and Precision@1000 was 0.00100. Daily aggregation
achieved Recall@10 = 0.2667 +/- 0.1729 and Recall@1000 = 0.4667 +/- 0.2249, with Precision@10 =
0.1067 +/- 0.0691 and Precision@1000 = 0.00187 +/- 0.00090. These values indicate that the weekly
representation consistently places the positive window near the top of the ranking in the reported
simulation, whereas the daily representation requires a larger review budget to recover a
comparable portion of positive cases.

Figure 4 visualizes the same operating points in a common scale. The most visible
difference is not in Precision@10, which is similar for the two windows, but in Recall@10 and
Recall@1000. Under the weekly representation, the reported recall remains at 1.0 at both review
budgets. Under the daily representation, recall is lower and more variable. This pattern is
consistent with the idea that repeated weak signals can become more informative when
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aggregated across a longer interval, while short windows preserve local variation that can dilute
the ranking signal.

The result should not be interpreted as evidence that weekly aggregation is universally
superior. The observed advantage is conditional on the CERT scenarios, the feature construction,
the labeling rule, and the evaluation design. A seven-day window can suppress short-lived
benign fluctuations, but it can also delay the response to a rapidly developing incident.
Conversely, a one-day window can respond sooner but may require more aggressive feature
normalization or smoothing to prevent short-term noise from dominating the score. Temporal
granularity is therefore an operational design choice rather than a property that can be optimized
independently of the organization's response requirements.

Table 4. Selected top-K performance (mean +/- standard deviation over 30 splits)

KPI 1D window 7D window
Precision@10 0.1067 +/- 0.0691 0.1000 +/- 0.0000
Recall@10 0.2667 +/- 0.1729 1.0000 +/- 0.0000
Precision@1000 0.00187 +/- 0.00090 0.00100 +/- 0.00000
Recall@1000 0.4667 +/- 0.2249 1.0000 +/- 0.0000
Reported top-K performance by temporal window and review budget
EEm Precision@K 1.0000 1.0000

1.0 1 mm Recall@K

e
0
1

e
[*)]
1

0.4667

Metric value

o
E=
1

o
N
1

0.0019 0.0010

1D @10 7D @10 1D @1000 7D @1000

0.0 -

Figure 4. Reported Precision@K and Recall@K at K =10 and K = 1000 for daily and weekly
aggregation.

2. Interpretation in terms of analyst review budgets

Top-K evaluation changes the interpretation of an insider-threat detector. In a balanced
classification problem, it is often natural to ask whether a threshold produces acceptable precision
and recall. In a SOC, however, the number of cases that can actually be investigated may be fixed
by staffing, shift length, ticket volume, or escalation rules. A ranked queue is therefore more
operationally meaningful than an abstract threshold alone. Recall@10 indicates whether the
highest-priority ten cases contain the positive case under the study label; Recall@1000 asks the
same question with a much larger review budget. The difference between these two operating
points exposes how quickly useful signal rises to the top of the queue.

The reported results also show why Precision@K becomes extremely small at K = 1000
under severe imbalance. Even when a detector successfully places positive cases near the top, the
denominator of a large review budget can contain many benign windows. This is not necessarily
a failure of the ranking mechanism; it reflects the prevalence structure of the evaluation set. A
practical deployment should therefore define different review queues for different operational
consequences. A small high-risk queue can feed immediate analyst attention or step-up
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authentication, while a larger lower-priority queue can be retained for retrospective hunting and
correlation.

The score-to-policy mapping adds another dimension. A top-ranked case can be
investigated without necessarily being blocked, whereas a threshold crossing in a high-assurance
application may justify step-up MFA before an analyst has completed manual review. This
separation supports reversible escalation: the system can demand a second factor, restrict a
session to a lower-privilege resource set, or temporarily block an action while preserving the
original identity and session context for investigation. Such measures are more consistent with
the idea of continuous authorization than a single permanent trust decision.

3. Operational policy mapping and reversibility

The policy states in Table 5 are intentionally reversible. An elevated score may decrease
when subsequent evidence becomes benign or when the scoring window moves beyond the
activity that triggered the alert. This design is consistent with the risk-decay perspective
discussed in (Greitzer, 2026), but the current case study does not estimate a decay parameter
empirically. Instead, it defines decay as an architectural property: risk is repeatedly recomputed
from a moving evidence window rather than stored indefinitely as a static label.

Table 5. Illustrative score-to-policy mapping

Risk state Policy action Operational rationale

Allow / continue Behavior is within the current
Low: r(u,t) < tau_l1

session risk tolerance; monitor normally.
. Increase assurance before
Medium: tau_l <= Step-up MFA or ermitting sensitive activity; preserve
v vity; Y
r(u,t) < tau_2 additional verification P & Y/ p

session continuity when possible.

Limit exposure while preserving

. Restrict, isolate, or evidence for investigation and avoiding
High: r(u,t) >=tau_2 .
block selected actions unnecessary permanent account
disablement.

Reversibility also reduces the operational cost of uncertainty. A detector trained on
synthetic scenarios cannot determine intent with certainty, especially when the label is derived
from interval overlap. A temporary challenge or targeted restriction acknowledges that
uncertainty and buys time for additional evidence. In contrast, an irreversible disciplinary or
account action would require a stronger evidentiary process than the score alone provides. The
framework therefore treats automated controls as security friction mechanisms, not as substitutes
for incident investigation or organizational judgment.

4. Comparison with prior research

The findings fit the broader literature in several ways. First, the importance of multiple
behavioral signals is consistent with anomaly-detection studies that use heterogeneous activity
rather than a single event source (Al-Shehari et al., 2024; Le & Zincir-Heywood, 2021; Peccatiello
et al., 2023). Second, the temporal aggregation effect is directionally compatible with sequence-
and interaction-based research (Gonzales et al., 2025; Huang et al., 2025; Li et al., 2023; Li et al.,
2024; Roy & Chen, 2024; Xiao et al., 2023; Xiao et al., 2025), which treats insider behavior as an
evolving pattern rather than an isolated action. The present contribution is to make the temporal
choice observable at the level of an operational review budget: the analyst can see how many
cases must be examined under each windowing scheme.

The baseline choice also clarifies the scope of the contribution. LR and HGB are not
expected to outperform every deep, graph, or specialized model described in (Alzaabi &
Mehmood, 2024; Cai et al., 2024; Dong et al., 2025; Gonzales et al., 2025; He et al., 2024; Huang et
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al,, 2025; Kim & Kim, 2026; Lavanya et al., 2024; Li et al., 2023; Li et al., 2024; Nasir et al., 2021;
Roy & Chen, 2024; Wang & Saddik, 2023; Xiao et al., 2023; Xiao et al., 2025; Zhu et al., 2024).
Instead, they provide a controlled test of whether a relatively simple score can be integrated into
a continuous access-control loop. The result is particularly useful for an applied study because
model complexity can otherwise obscure the operational question. A more sophisticated detector
can be inserted later without changing the surrounding data model, review-budget logic, or
policy interface.

Explainability is another point of connection with the literature. Survey work on
explainable artificial intelligence for malicious-insider detection (Alketbi & Mehmood, 2025)
emphasizes that an output must remain understandable enough to support analyst action. The
proposed framework does not yet provide a formal explanation engine, but its feature groups
and policy states are deliberately human-readable. A future deployment can attach feature
contributions, baseline deviations, and recent supporting events to the score so that a policy
challenge is accompanied by an auditable reason code. This direction is important because the
difference between “high risk” and “high risk because of a new host, unusual file access, and
after-hours activity” is operationally significant.

The case study is also consistent with the emphasis on robustness in recent work.
Adversarial autoencoder methods (Zhu et al., 2024) and real-time adaptive methods (Cai et al,,
2024) illustrate that attackers may change their behavior and that detection latency matters. The
current pipeline does not claim robustness to deliberate evasion. It does, however, make the
relevant interface explicit: if a future model improves robustness or latency, its output can still be
converted into the same risk state and policy mapping. This modular perspective is one reason
the paper frames its contribution as operational integration rather than classifier novelty.

5. Detection quality versus response latency

A central implication of the daily-versus-weekly comparison is that detection quality and
response latency cannot be optimized independently. The weekly window produced higher
recall at both reported review budgets, but it aggregates seven days of activity. A real incident
can unfold more quickly than that interval. The daily window has the opposite property: it can
expose change sooner, yet the reported ranking is noisier and more variable. In a production
system, the answer may therefore be a multi-timescale design rather than a single universal
window.

A multi-timescale design can preserve the simplicity of the current framework. A short
window can serve as a rapid-change detector, while a longer window can provide behavioral
context and stabilize an otherwise volatile score. The policy engine can consume both signals
through a composite rule or a confidence-aware aggregation layer. Such an extension should be
evaluated with the same review-budget logic used in this paper, because adding more detectors
without controlling alert volume can simply increase analyst workload.

The present results do not provide a measured multi-timescale model, so no claim is made
about its performance. The methodological point is narrower: temporal granularity is a first-class
design variable. A system that reports only a classifier threshold hides the fact that the same user
can look benign in a short snapshot and anomalous over a longer sequence of interactions.
Explicitly reporting the window makes the operational behavior of the score easier to reason
about and reproduce.

6. Privacy, data minimization, and governance considerations

The feature design intentionally excludes payload content. This reduces the amount of
sensitive information that must be processed by the detector and makes the pipeline centered on
metadata, context, and temporal behavior. Even metadata can be sensitive, however, because
access patterns, communication destinations, and working hours can reveal information about
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employees. A production deployment should therefore define retention periods, role-based
access to monitoring data, purpose limitations, and audit procedures appropriate to the
organization and jurisdiction. These governance requirements are outside the scope of the
synthetic dataset experiment but are directly relevant to operational adoption.

The score should also be treated as a security signal rather than a personnel-performance
score. A high-risk state can result from unusual work schedules, emergency response activity,
project changes, or a compromised endpoint. Without contextual review, the same feature may
have multiple benign explanations. Accordingly, a production policy should distinguish between
security enforcement and employee evaluation workflows, provide a documented escalation
path, and allow analysts to attach contextual explanations to a challenged session. This is another
reason the present framework keeps automated actions limited to access assurance and session
restriction rather than disciplinary conclusions.

7. Limitations and threats to validity

The first limitation is dataset realism. The CERT Insider Threat Test Dataset is synthetic
and scenario-driven (Lindauer, 2020). It is valuable for controlled experimentation but does not
reproduce every enterprise environment, identity structure, logging policy, workload pattern, or
attacker strategy. The reported scores therefore should not be interpreted as an estimate of real-
world incident rates or as evidence that a 7D window will produce the same recall in a production
network.

The second limitation concerns evaluation design. The primary robustness results use 30
stratified 70/30 train/test splits. Stratification ensures that the positive class is represented, which
is useful for repeated sensitivity analysis, but it can reduce the degree to which the evaluation
mimics a fully forward-looking deployment. In real operations, models often learn from earlier
behavior and then encounter later behavior under possible distribution shift. Strict time-forward
validation is therefore required before any production conclusion can be drawn.

The third limitation is model coverage. LR and HGB are useful baselines, but they are not
a complete survey of modern deep, graph, self-supervised, or real-time detectors. The literature
contains more expressive alternatives (Alzaabi & Mehmood, 2024; Cai et al., 2024; Dong et al.,
2025; Gonzales et al., 2025; He et al., 2024; Huang et al., 2025; Kim & Kim, 2026; Lavanya et al.,
2024; Liet al., 2023; Li et al., 2024; Nasir et al., 2021; Roy & Chen, 2024; Wang & Saddik, 2023; Xiao
et al.,, 2023; Xiao et al.,, 2025; Zhu et al., 2024). The study does not claim that the baselines are
technically dominant. Their purpose is to establish an interpretable reference point for the
operational integration of scoring, ranking, and policy enforcement.

The fourth limitation concerns calibration and explainability. The current study uses
probability-like scores for ranking and thresholding but does not report a formal calibration
analysis. Consequently, a score of 0.8 should not be interpreted as a literal 80% probability of
malicious behavior. Future work should evaluate calibration across models and data segments.
Explainability should also be developed so that each challenge or restriction can be traced to a
compact set of behavioral evidence and a well-defined policy rule.

Finally, the study does not estimate all production costs. Challenge rate, user friction,
analyst workload, detection delay, and recovery outcomes are named as operational metrics but
are not fully measured on the synthetic benchmark. These are necessary next steps because a
Zero Trust control loop must be judged not only by detection quality but also by whether its
actions remain proportionate and sustainable in daily operation.

8. Reproducibility and future extension

The study can be reproduced as a sequence of deterministic data transformations followed
by repeated model fitting and metric calculation. The essential inputs are the CERT logs, the
scenario answer key, the window definition, the feature-generation rules, and the split procedure.
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Figure 3 makes the dependency chain explicit. A code-level implementation can export
intermediate user-window tables, model scores, and evaluation figures so that changes in
features or thresholds can be compared without rewriting the full workflow.

Future extensions can proceed in several directions. A strict time-forward evaluation
should be added first to estimate performance under realistic temporal drift. Score calibration
should then be measured so that policy thresholds have a more stable interpretation across model
families. Explanation mechanisms can be attached to the same feature groups used by the risk
model. Additional datasets should be used to test whether the observed 1D-versus-7D pattern
persists outside CERT. Finally, real-time activity-level methods such as LAN (Cai et al., 2024) and
richer sequence or graph models can be inserted behind the same policy interface to determine
whether better detection quality can be obtained without exceeding an acceptable review and
challenge budget.

CONCLUSION

This paper presented an applied behavioral risk-scoring framework for insider-threat
mitigation in Zero Trust enterprise networks. The framework aggregates heterogeneous identity,
endpoint, communication, and network metadata into time-windowed user representations,
produces a continuous risk score with supervised baseline models, ranks cases under an explicit
analyst review budget, and maps the score to reversible Zero Trust actions. The design keeps
detection and authorization conceptually separate: the model supplies evidence and ranking,
while the policy layer decides how much additional assurance is required.

The case study demonstrated a clear effect of temporal granularity. Weekly aggregation
achieved Recall@10 = 1.0000 and Recall@1000 = 1.0000 in the reported evaluation, whereas the
daily representation produced lower and more variable recall at the same review budgets. This
finding supports the use of 7D aggregation as an empirically supported operating point for the
studied CERT scenarios, but it does not establish a universal rule. The main trade-off is explicit:
longer windows can stabilize weak repeated signals but may increase response latency for
rapidly developing incidents.

The scientific contribution is therefore primarily methodological and operational rather
than algorithmic. The paper formalizes a chain from heterogeneous behavioral evidence to a
temporal score, from the score to a ranked review queue, and from the ranked signal to
configurable Zero Trust enforcement. This structure makes it possible to evaluate detection
quality and policy relevance within the same framework. It also creates a clear insertion point for
more advanced detectors, calibration methods, graph or sequence representations, and real-time
learning systems without changing the surrounding policy logic.

Before deployment, the framework requires validation on additional and preferably real-
world datasets, strict time-forward testing, formal score calibration, explanation support, and
quantitative measurement of detection delay, analyst workload, false challenges, and user
friction. Privacy and governance controls are also necessary because even metadata-level
behavioral monitoring can expose sensitive employee activity patterns. With these extensions,
the proposed pipeline can serve as a reproducible intermediate step between an offline insider-
threat experiment and a production-oriented Zero Trust control loop.
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