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This article presents the development and performance evaluation of
Pentool, a multi-agent penetration testing tool implemented in Go using
a microservices architecture. The system comprises four independent
agents coordinated via the NATS JetStream message broker for
asynchronous, scalable task processing. Experimental studies on port
ranges from 100 to 30,000 show that while Pentool has higher overhead
on small ranges compared to Nmap, its distributed architecture enables
superior scalability and predictable operation (10-100 times lower time
variability). Pentool achieves comparable or better performance than
Nmap on larger port ranges (from 5000 ports), confirming the
effectiveness of the multi-agent approach for extensive security audits.
The system demonstrates near-linear horizontal scalability.

TyniHai ce3aep:

TYUIHAEME

Enyai tecriaey,
MyABTHU-aTeHTTIK XKyiieaep,
MIKPOCEPBIIC
apXUTEKTypacH,

Go Oargapaamaaday Tiai,
NATS xabapaama Opokepi,
KnbepKayirncizaix,
OeaiHreH eceriteyaep,
REST API, PostgreSQL,
MaciITabray

bya wmaxkazaga Go >KyileciHge MMKPOCEPBIC apXUTeKTypachlH
TalijadaHbIIl )Ky3ere achIpbIAFaH KOII areHTTi eHyAi TeKcepy Kypaasl
Pentool-ap1g 93ipaeHyi >xoHe eHiMaiairin Oarasay ycwiHblAraH. JKyiie
aCMHXPOHABI, MacIITaOTaAaTeIH TallChIpMaaapasl eHgey ymrin NATS
JetStream xabapaama Opokepi apKblabl YilAecTipiAreH TOPT ToyeAci3
arentreH Typaanl. 100-gen 30 000-ra aeitiHri mopT amara3oHAapbl
OOJIBIHIIA DKCIIEPUMEHTTIK 3epTTeyaep Pentool-aprH Nmap-men
CaABICTHIPFaHAQ INAFBIH AMara3oHAapAa >KOFaphl IIBIFBIHAAPH OOAFa-
HBIMEH, OHBIH TapaThLAFaH apXUTEKTYpackl KOFaphl MacITaOTaly MeH
0045KaMABI JKYMBIC icTeyre MyMKiHAiK OepeTiHiH KepceTei (YaKbITTHIH
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osreprimriri 10-100 ece Temen). Pentool yaxen mopT AmamasoH-
Aapriaga (5000 mopTran 6acram) Nmap-Ka KaparaHaa caAbICTBIPMaAbl
HeMece >KaKCHl OHIMJilikke Ko0a >KeTKizedi, O6ya KeH ayKbIMABI
Kayilci3gik ayauTrepi VIIiH KON areHTTi TaciaAiH Tuimaiairin
pactariapr. JKyife CBIBBIKTHIK KOAJ€HeH MacIITadTaAy bl KepceTeai.

Karouessre caoBa: AHHOTANWS

TecTMpOBaHIe Ha B  aaHHON cTaThe mpeacTaBAeHBl  pa3paboTKa M OIleHKa
IIPOHUKHOBEHIE, pou3BoAUTEeABHOCT Pentool, MHOroareHTHOro MHCTPYMeHTa AAs
MHOTOAreHTHbBIE CUCTEMBI, TeCTHpOBaHM: Ha IPOHMKHOBEHMe, pealM30BaHHOTO Ha s3bike Go ¢
MUKpPOCEpPBIICHAs MCII0Ab30BaHIeM MUKPOCEPBIICHO apXUTeKTyphl. CricTeMa COCTOUT 13
apXUTEKTypa, A3BIK 9eThIpeX He3aBMCUMEIX areHTOB, KOOPAUHUPYEMEBIX dYepe3 Opokep
nporpamMmmuposanns Go, coobmennit NATS JetStream 441 acMHXpPOHHOI, MacIITaOMpyeMoii
6pokep cooOriennit NATS, 00paboTKM 3a4au. DKCIepUMeHTaAbHble 1CcCAeJ0BaHIs Ha AMalla3oHaxX
K1OepOe3011acHOCTS, roptos ot 100 g0 30 000 moka3kBaIoOT, 4TO, XOT:A Pentool nmeer Goaee
pacrpeieaéHHEIe BBICOKIE HaKJaJHBIe pacxoabl Ha HeDOABIINMX AMalla3oHax IIOo
Boeruncaenus, REST API, cpaBHeHUIO ¢ Nmap, ero paciipejeseHHasi apXUTeKTypa oOecrieumnBaeT
PostgreSQL, MIPEeBOCXOJHYIO MacIITabupyeMOCTh U IpeAcKazyeMylo padoty (B 10—
MacCIITabMPyeMOCTb. 100 pas wmeHsplIas BpeMeHHas WM3MEHUYNBOCTB). Pentool goctmraer

COITOCTaBUMON MAU AydIlell IpOM3BOAMTEABHOCTM, yeM Nmap, Ha
OoapmInX AuamnasoHax noptos (or 5000 moproB), mHoATBep>KAast
5} PeKTMBHOCTH MHOTOareHTHOTO T104X04a A MacIITabHBIX IIPOBEPOK
OesonacHoct.  CucreMa  AeMOHCTpMpyeT  MOYTH  AMHENHYIO
TOPM3OHTAABHYIO MaCIITabMPyeMOCTb.

INTRODUCTION

Modern information systems are becoming more distributed and complex, which leads to
an increase in the number of potential vulnerabilities. In the context of a constant increase in the
number of cyber attacks, penetration testing tools are becoming particularly relevant, which
make it possible to identify infrastructure weaknesses before an attacker exploits them (Alhamed
& Rahman, 2023).

Traditional pentesting tools such as Nmap, Metasploit, Nessus, and others provide
extensive functionality, but are often limited in scalability and flexibility of integration with
external systems (Lyon, 2023). Most of these solutions are implemented as monolithic
applications, which complicates their adaptation to modern requirements such as distribution,
automation, and integration into CI/CD processes.

In the last decade, the microservice architecture approach has been actively developing,
ensuring modularity, scalability and independence of system components. The use of
microservices in the field of cybersecurity, in particular for pentesting tasks, remains a relatively
new direction that requires experimental verification.

Despite the growing interest in Go in the industry, its potential in the context of developing
penetration testing tools has not been sufficiently explored.

In this regard, an urgent task is to develop and research the performance of a multi-agent
penetration testing tool implemented in the Go language and using a microservice architecture
for distributed task processing.

The aim of this work is to develop and comprehensively evaluate the performance of a
multi-agent penetration testing tool in the Go language, as well as conduct a comparative analysis
with the industry-standard Nmap tool across various port ranges (100 to 30,000 ports).

The scientific novelty of the work lies in the development of a dynamic task dispatching
model based on NATS JetStream, which enables: hot-plugging of agents without interrupting
ongoing scans; automatic load balancing via work-queue semantics; fault tolerance through
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automatic task redistribution; empirical demonstration that Go-based microservice tools can
outperform monolithic C-based scanners.A literature review was conducted for the study.

A number of modern papers have reviewed methods and tools for penetration testing, as
well as trends in automating this process. The article (Alhamed & Rahman, 2023) provides a
systematic review of approaches to network pentesting, where it is noted that most of the existing
solutions remain monolithic and poorly scalable. In (Pour et al., 2023), an analysis of modern
Internet scanning tools was carried out and it was shown that the development of technologies
requires a transition to distributed architectures and parallel data processing. The classic example
of a monolithic tool remains the Nmap tool (Lyon, 2009), which is widely used in research, but it
is limited in its horizontal scaling capabilities.

The research (El Yamany et al., 2015; Zhang et al., 2021; Ponce et al., 2025) suggests multi-
agent and microservice approaches to building security testing and auditing systems that ensure
modularity, fault tolerance, and flexibility of integration. In (Yuan et al., 2021), it was shown that
using the Go language (Golang) improves performance and simplifies the implementation of
parallel computing, which makes it promising for cybersecurity tasks. In addition, studies
(Sharvari & Sowmya Nag, 2019; Salonen, 2025) emphasize the advantages of message brokers
such as NATS and RabbitMQ for organizing asynchronous interaction between services in
distributed environments. However, there are not enough integrated solutions combining multi-
agent architecture, microservice approach and implementation on Go in the field of pentesting in
the literature, which determines the relevance of this study.

MATERIALS AND METHODS OF RESEARCH

The research is based on the development and experimental analysis of the Pentool
distributed penetration testing system implemented in the Go programming language. To test
the effectiveness of the proposed solution, an experimental study of the performance of the
developed components was conducted.

The system architecture includes four independent agents — Main Agent, Scanner Agent,
Analyzer Agent and Reporter Agent, as well as a NATS message broker and a PostgreSQL storage
system (Fig. 1). This structure provides modularity, low connectivity of components and the
possibility of horizontal scaling.

The Main Agent component implements a REST API server based on the Gorilla Mux
framework. Its main functions include receiving and validating scan requests, managing the task
queue, coordinating the operation of other agents, and exposing results via the AP

The Scanner Agent implements parallel port scanning using a goroutine pool (10 workers
by default) and employs a semaphore mechanism to limit the scanning rate.

The Analyzer Agent performs service identification using the banner-grabbing method,
supporting SSH, HTTP, FTP, MySQL, PostgreSQL, Redis, and MongoDB services.

The Reporter Agent aggregates the collected data, generates reports in JSON, XML, and
HTML formats, and stores the results in a database.

The experiments were conducted using the following configuration:

Processor: Intel Core i7-10750H (2.6 GHz);

RAM: 16 GB DDR4;

Operating system: Ubuntu 22.04 LTS;

Go version: 1.21.5;

Docker: 24.0.7.

To evaluate performance and scalability, port ranges of 100, 500, 1,000, 5,000, 10,000, and
30,000 ports were used. Testing was performed in an isolated network with running SSH and
HTTP test services.
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Figure 1. Architecture of the Pentool multi-agent system
Note — compiled by the authors

The system components are deployed in Docker containers and orchestrated using Docker
Compose. Database schema initialization and migrations are performed using the Goose
migration tool. All agents exchange messages through the NATS broker, ensuring asynchronous
job processing and resilience to failures of individual nodes.
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Figure 2. Entity-relationship (ER) diagram of the Pentool PostgreSQL database
Note — compiled by the authors



KU JOURNAL OF 1-tom, 1-nemip, Haypus, 2026.

@ INFORMATION AND -136 - Tom 1, Ne 1, maprt 2026.
COMMUNICATION SCIENCES

Vol. 1, Issue 1, March 2026.

Performance evaluation methods included experimental measurement of the following
metrics:

— Total scan time for a given range of ports;

— average processing time per port;

— CPU and memory usage;

— the number of correctly detected services;

— Scalability factor with increasing number of agents.

The experiments were conducted on an isolated network, including SSH and HTTP test
services.

The reference tools Nmap and Masscan were used for comparison. All the results were
logged and stored in the database, which ensured reproducibility of measurements.

EXPERIMENTAL RESULTS

The system was deployed using Docker Compose and included launching containers for
all agents, initializing the database, and configuring messaging via NATS. Each agent functioned
as a separate process and connected to the broker.

Functional testing was conducted through the REST API. The Health Check endpoint
returned the system status and agent activity.

The scanning process was initiated via a REST API request and included task creation,
port scanning, service analysis, and report generation.

Listing 1. Example of scan initiation and response.

Request:
POST /scan
Content-Type: application/json

{

"target": "scanme.nmap.org"

}

Response:

{
"scan_id": "550e8400-e29b-41d4-a716-446655440000",

non

"status": "queued”,

n,on

"message": "Scan task successfully created"

}

The Scanner Agent detected two open ports—22 (SSH) and 80 (HTTP).

Listing 2. Example of scan result.

{
"target": "scanme.nmap.org",
"open_ports": [
{ "port": 22, "service": "SSH" },
{ "port": 80, "service": "HTTP" }
1
"status": "completed"

}
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Comparative performance characteristics for Pentool and Nmap are shown in Table 1.

Table 1. Experimental performance metrics of Pentool and Nmap
at 100 and 5,000 scanned ports

Metric Pentool Nmap Pentool (5000 Nmap
(100 ports) (100 ports) ports) (5000 ports)
Scanning time, s 4.2 2.1 98.5 210.3
Ports found 2 2 5 5
CPU usage, % 15 5 45 22
Memory, MB ~50 per agent 14 ~50 per agent 14

Note — compiled by the au

thors

The results presented in Table 1 demonstrate a clear dependence of scanning time on the

number of scanned ports. While Pentool exhibits higher overhead for small port ranges (100
ports), its performance becomes comparable to Nmap as the number of ports increases. This

confirms that the distributed multi-agent architecture compensates for communication overhead
at larger scanning scales.

Despite lower speed, Pentool offers advantages in scalability, integration, and fault
tolerance. Architectural feature comparison is presented in Table 2.

Table 2. Architectural comparison of Pentool, Nmap, and Masscan tools

Parameter Pentool Nmap Masscan
Architecture Microservices Monolithic Monolithic
Programming language Go C/C++ C
REST API v X X
Database integration v X X
Message broker NATS X X
Docker support Full Partial X
Horizontal scaling v X X

Note — compiled by the au

thors

With increasing Scanner Agent count, performance grew almost linearly (Table 3).

Table 3. Pentool scalability metrics

Scanner Agent count Performance Ports/min Efficiency CPU usage
1 100 100 % 3 %
5 480 96 % 14 %
10 920 92 % 28 %

Note — compiled by the au

thors

The scalability beh

avior is visualized in Fig. 3.

The Pentool system provides metrics for monitoring agent operation and NATS broker.
Pentool can be utilized in various scenarios:
¢ Automated infrastructure scanning (SOC/CSIRT)
e Integration into DevSecOps pipelines via REST API
e Cloud deployment with autoscaling (Kubernetes)

e Research tasks for testing new scanning algorithms
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Figure 3. Scalability of Pentool: performance vs. number of Scanner Agents
Note — compiled by the authors

Table 4. Pentool agent activity monitoring during scan execution

Agent PID CPU, % Memory, MB Status Uptime
Main Agent 480063 0.0 ~50 Active 0:00:10
Scanner Agent 480159 0.0 ~60 Active 0:00:10
Analyzer Agent 480183 0.0 ~45 Active 0:00:10
Reporter Agent 480201 0.0 ~40 Active 0:00:10
Note — compiled by the authors

The experimental results presented in Tables 1-4 and Fig. 3 confirm the scalability and
operational predictability of the system.

RESULTS AND THEIR DISCUSSION

The results showed that Pentool is slower than Nmap and Masscan when scanning small
port ranges (up to 500 ports). However, as the scanning volume increases (from 1000 ports),
Pentool’s performance becomes comparable, and with further scaling of the number of agents —
superior.

The breakeven point, where Pentool’s performance matches that of Nmap, is reached when
scanning from 3000 ports in a configuration with 5 agents.

Delays are attributed to overhead from asynchronous communication via NATS and the
high-level Go implementation, yet the system demonstrates linear performance growth with
horizontal scaling.

CONCLUSION

This work presents the development and experimental performance evaluation of the
multi-agent penetration testing system Pentool, implemented in the Go programming language
and based on microservices architecture principles.



1-tom, 1-nemip, Haypns, 2026. EKTU JOURNAL OF
Tom 1, Nell, mapr 2026. -139- & COMUNMCATION SCIENCES
Vol. 1, Issue 1, March 2026.

The proposed solution enables parallel and distributed task execution through the use of the
NATS message broker and interaction of independent agents responsible for scanning, analysis,
and reporting.

The conducted comparative analysis showed that while Pentool lags behind traditional
monolithic tools such as Nmap and Masscan in speed on small port ranges (up to 500 ports), it
demonstrates superiority when scaled to large port ranges and increased number of agents. It has
been experimentally confirmed that when scanning more than 5000 ports, Pentool shows
comparable or better performance compared to Nmap.

Additionally, Pentool possesses several significant architectural advantages:

e Scalability and fault tolerance with near-linear horizontal scaling

e Integration flexibility with other systems through REST API

¢ Automatic storage and processing of results in PostgreSQL database

e Support for containerization and execution environment reproducibility

Experimental research results confirmed the effectiveness of applying the Go language and
microservices approach in creating modern cybersecurity tools (MadiSergazy, n.d.).

The Pentool system can be used for automated security auditing of corporate networks,
integration into DevSecOps pipelines, and scientific research in distributed computing and
information security.

Future research is planned to focus on optimizing the message exchange mechanism,
improving performance through asynchronous data processing, and integrating Pentool with
vulnerability management systems and centralized security incident monitoring platforms.
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